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Purpose of Group and Shared Dat

A Shared data processing using similar methods

A Software development and testing (version
control?)

A Pooled storage for single lab or core (not
archiving!)

B BIOWULF



Group

A groupl (userl, useriser3)
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Problem 1
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[user3]$ cd /data/groupl/projectl
[user3]$ mkdir 190320 _test

[user2]$ cd /data/groupl/project1/190320 _test

[user2]$ mkdir subdir

mkdir : cannot create directory Osubdir
[user2]$ Is -1d

drwxr - x--- 1 user3 groupl 1024 Mar 21 12:00 .

(@)

2

I» BIOWULF 5



Problem 2
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[user2]$  touch /data/groupl/projectl/datafile.txt
-rw-rw--  luser2 groupl 1024 Mar 21 12:00 datafile.txt

[user3]$ rm /data/groupl/projectl/*

2
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Problem 3

A Slurmjob output not accessible by group

[userl]$  sbatch /data/groupl/bin/shared_script.sh
12345678

[user2]$ Is - |/data/groupl/project2/12345678 output

- TW ------- 1 user2 userl 1024 Mar 21 12:00 logfile.out
- W ------- 1 user2 userl 1024 Mar 21 12:00 results.out
1 2
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Problem 4

A Files are difficult to find
A Data becomes lost
A Traversing data is very slow

[userl]$ time |s /data/groupl/working/output

real 23m5.003s 1
user 0m7.603s

sys 0m3.022s Q
[userl]$ Is /data/groupl/working/output | wc - |

1500100

I» BIOWULF



Problem 5

A There is not enough storage to hold all our
data

[user3]$  ./run_script.sh
run_script.sh: write error: Disk quota exceeded
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UNIX Account

A A user account on a UNIX system has two
numeric attributes, user idu{d) and group id

(9id)

$ id userl
uid=1(userl) gid=1(userl) groups=1(userl)

A A user always belongs to their own group

1

B BIOWULF

11



UNIX Files

A A file on a UNIX system has three attributes:
read, write, execute

A These attributes can be set for: owner, group,
world

$Is -Ifile
-rwW-r ----- 1 userl userl 1024 Mar 21 12:00 file

A Attributes can be represented as a single
number:mode

$ stat - ¢ %a file
640
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UNIX mask

A A user account on a UNIX system has a defat
maskvalue for the mode, as seen with the
umaskcommand:

$ umask
027

A This value acts as a bit filter when determining
file mode
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UNIX File Permissions

A The default permission mode of a file is 666
A The resulting permission on a created file
A
A

depends on theurrent maskof the user
"he default mask value on HPC is set to 027

‘0 calculate mode of file, subtract 027 from
6606:

A 666¢ 027 = 640
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UNIX Directory Permissions

A Directories have 777 as the default
permission.

A777¢c027 =750

$Is -Iddir
- rTWXr - x--- 1 userl userl 4096 Mar 21 12:00 dir

$ stat - ¢ Ya dir
750

I» BIOWULF
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UNIX Groups

A A UNIX group is a set of user accounts with a
unigue group name and group identification
number (group andid)

A The purpose of a UNIX group is to allow the
members of the group to share files

A File sharing is done on the basis of
permissions for the UNIX group of the file
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UNIX Groups

A Users belong to their owprimary group

$ groups userl
userl : userl
$ groups user2
user2 : user2
$ groups user3
user3 : user3

I» BIOWULF
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UNIX Groups

A A new group can be created to hold multiple
users (only by sysadmin)

A This is aecondarygroup

$ getent group groupl
groupl:x:2001:userl,user2,user3

1 2
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UNIX Groups

A Theprimary group is listed beforeecondary
groups

$ groups userl
userl : userl groupl
$ groups user2
user2 : user2 groupl
$ groups user3
user3 : user3 groupl

A A user can belong to more than one
secondary group
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Sharing Files

A /home directories are strictly for individuals
A /scratch and ftmp are temporary
AKRFGOF RANBOUGZNASA Ol y
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Shared Data Directories

A A shared data directory is created for the
group

$Is -Id/data/groupl/
drwxrws --- 2 userl groupl 4096 Mar 21 12:00 /data/groupl/

A userl is thegroup owner, who has
management responsibility

A The PI has ultimate authority over the data
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Group Sharing

A By default, members of a group still create
files with theirprimary group

[user1]$ touch filel
-ITW- I ----- 1 userl userl 1024 Mar 21 12:00 filel

[user2]$ touch file2
-TW- I ----- 1 user2 user2 1024 Mar 21 12:00 file2

[user3]$ touch file3
-rwW-r ----- 1 user3 user3 1024 Mar 21 12:00 file3

B BIOWULF
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Changing group

A Users can change the group of their own files
and directories

[userl]$ Is - | filel

-TW-r ----- 1 userl userl 1024 Mar 21 12:00 filel
[userl]$ chgrp groupl filel

[userl]$ Is - | filel

- TW- I ----- 1 userl groupl 1024 Mar 21 12:00 filel

A This can be pretty tedious
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Shared Data Directories

A The /data directory hasetgid set:

$Is -Id/data/groupl/
drwxrw s--- 2userl groupl 4096 Mar 21 12:00 /data/groupl/

A This causes all new files and directories
created to inherit the group

[user3]$ touch file
[user3]$ Is - | file
- TWXI ----- 1 user3 groupl 0 Mar 21 12:00 file
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Shared Data Directories

A Thesetgidbit also propagatesetgid

[user3]$ Is - Id /data/groupl

drwxrw s--- 2userl groupl 4096 Mar 21 12:00 /data/groupl/
[user3]$ mkdir dir

[user3]$ Is - |d dir

drwxr -s--- luser3d groupl 4096 Mar 21 12:00 dir

[user3]$ mkdir dir/sub

[user3]$ Is - Id dir/sub

drwxr -s--- luser3 groupl 4096 Mar 21 12:00 dir/sub
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Changing Permissions

A Permissions can be changed witimod

$ls -Ifile

- W= ----- 1 userl userl 1024 Mar 21 12:00 file
$chmod 660 file

$ls -Ifile

- T'W- W ---- 1 userl userl 1024 Mar 21 12:00 file

A Usually done with symbolic representation:

$Is -Ilddir

-rwxr -x--- 1l userl userl 4096 Mar 21 12:00 dir
$ chmod g+w dir

$Is -Ilddir

- rwxrwx --- 1 userl userl 4096 Mar 21 12:00 dir

B BIOWULF
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Generic shared /data

dpugF /data/groupl/

$ tree
/data/groupl

S r drjvxr -s---
S r drjvxrws ---
S r drjvxrws ---
S r drjvxr -s---
S r drjvxr -s---
S r drjvxr -s---
S r drjvxr -s---
R[ [ dnjvxrws ---

B BIOWULF

user2 groupl
userl groupl
userl groupl
user3 groupl
userl groupl
user2 groupl
user3 groupl
userl groupl

1

] bin/

] projectl/
] project2/
] reference/
] userl/

] user2/

] user3/

] working/

2
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Problem 1umask

A Custom mask

[user3]$ echo umask 007 >> ~/.bashrc

[user3]$ source ~/.bashrc

[user3]$ cd /data/groupl/projectl

[user3]$ mkdir 190320 test

[user3]$ Is - 1d 190320 test

drwxr ws--- 1 user3 groupl 1024 Mar 21 12:00 190320 test

[user2]$ cd /data/groupl/project1/190320 test

[user2]$ mkdir subdir

[user2]$ Is -1d  subdir

drwxr ws--- 1 user2 groupl 1024 Mar 21 12:00 subdir

B BIOWULF

29



Problem 2stickybit

A Allows group members to create and edit files
but not delete them

[userl]$ chmod +t projectl
[userl]$ Is - |d projectl
drwxrws -- T 1 userl groupl 4096 Mar 21 12:00 projectl

A Shorthand:

[userl]$ mkdir - m 3770 projectl

A Sticky bit is1ot inherited or propagated
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Problem 3sbatchoptions

A Run job as group explicitly

[userl]$ sbatch -- gid= groupl
-- gres=lscratch:10 submit.sh
12345678

[userl]$ Is -
-rw-rw-r-- 1 userl groupl
12345678.out

-- partition=norm -- time=10

728 Mar 20 12:00 slurm

\
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Problem 3sbatchoptions

A Run job with explicitimask

[user2]$ SLURM_UMASK=00%&batch -- partition=norm \

-- gid= groupl -- time=10 -- gres=lscratch:10 submit.sh
87654321

[user2]$ Is -
-rw-rw---- 1 user2 groupl 728 Mar 20 12:00 slurm
87654321.out

B BIOWULF
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Set mask to 007

A Edit ~/bashrc

[user2]$ cat ~/.bashrc
# .bashrc

# Source global definitions

if [ - f letc/bashrc ]; then
. letc/bashrc

fi

umask=007

B BIOWULF
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Shared Data Directories and ACL:

A All new /data directories (GPFS) all&acess
Control ListgACLS)

A ACLs allow for more fingrained access
controls

B BIOWULF



ACLs

A An ACL can be seen wightfacl

$ getfacl /data/group1/
# file: /data/groupl/

# owner: userl

# group: groupl

# flags: - S-
user::rwx

group::rwx

mask::rwx

other::

B BIOWULF
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Setting ACL witketfacl

[userl]$ cd /data/groupl/

[userl]$ Is - Id projectl

drwxr -s--- 2 userl groupl 4096 Mar 22 12:00 projectl
[userl]$ setfacl - m u:user2:rwx projectl

[userl]$ Is - Id projectl

drwxrws --- + 2 userl groupl 4096 Mar 22 12:00 projectl
[userl]$ getfacl projectl
# file: projectl/

# owner: userl

# group: groupl

# flags: - S-
user::rwx
user:user2:rwx

group:ir -X
mask::rwx

other:: ---

B BIOWULF
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ACLs override group permissions

A Standard UNIX group permissions become th
ACL mask

A The mask is the maximum access type for all
members of the ACLs

B BIOWULF



Effect ofchmod

[userl]$ Is - |d projectl

drwxr ws--- + 2 userl groupl 4096 Mar 22 12:00 projectl
[userl]$ getfacl projectl

user:user2:rwx

group:ir  -X

mask::r Wwx

[userl]$ chmod g - W projectl

drwxr -s--- + 2 userl groupl 4096 Mar 22 12:00 projectl
[userl]$ getfacl projectl

user:user2:rwx #effective:r - X
group:ir - X
mask:r -X

B BIOWULF
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Multiple ACs per file

[userl]$ setfacl - m u:user3:;r - x projectl
[userl]$ getfacl projectl

# file: projectl

# owner: userl

# group: groupl

# flags: - S-

user::rwx

user:user2:rwx #effective:r - X
user:user3:r - X

group::r - X

mask::r -x

other::

I» BIOWULF
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Copying ACLs to new files

A Use--set-file=

[userl]$ setfacl projectl | -- set -file= - project2
[userl]$ getfacl project2
# file: projectl

# owner: userl

# group: groupl

# flags: - S-
user::rwx
user:user2:rwx
user:user3:r - X
group::rwx

mask::rwx

other::

B BIOWULF
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Propagate ACLs By Default

[userl]$  setfacl - m d:u:user2:rwx project2
[userl]$ getfacl project2
# file: projectl

# owner: userl

# group: groupl

# flags: - S-
user::rwx
user:user2:rwx
user:.user3:r - X
group::rwx

mask::rwx

other:: ---
default:user::rwx
default:user:user2:rwx
default:group::rwx
default:mask::rwx
default:other::

B BIOWULF
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Propagate ACLs By Default

[userl]$  mkdir project2/190320 testl
[userl]$ getfacl project2/190320 testl
# file: project2/190320 testl

# owner: userl

# group: groupl

# flags: - S-

user::rwx

user:.user2:rwx

user:.user3.r - X

group::rwx

mask::rwx

other:: ---

default:user::rwx
default:user:user2:rwx
default:group::rwx

default:mask::rwx

default:other::

B BIOWULF
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Default ACLs supersedenask

A Settingumask077 should disallow all group
F O0S&aasz odzi RSTI dz

[userl]$  umask 077

[userl]$ mkdir project2/190320 test2

[userl]$ Is - | project2

drwx rws --- + 2 userl groupl 4096 Mar 22 15:02 190320 testl
drwx rws --- + 2 userl groupl 4096 Mar 22 15:02 190320 test2
[userl]$ touch userl/projectl/190320 test2/file

[userl]$ Is - | userl/projectl/190320 test2/file

-rw-rw---- 1 userl groupl 4096 Mar 22 15:02 file

B BIOWULF
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Shared /data directory

$tree  ApugF /data/groupl/

/data/groupl

S dnjyxr -s--- +user2 groupl ] bin/

S  dnjvxrws --- + userl groupl ] projectl/
S  dnjvxrws --- + userl groupl ] project2/
S r dnjvxr -s--- user3 groupl ] reference/
S r dnjvxr -s--- userlgroupl ] userl/

S r dnjvxr -s--- user2 groupl ] user2/

S r dnjxr -s--- user3 groupl ] user3/
R[  dnjvxrws -- T userl groupl ] working/

1 2
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Ongoing Maintenance

A Permissions can get messed up very easily
A Moving, rather than copying files

A Applications explicitly set permissions

A Slurmruns as primary group

[userl]$ Is - | project2

- rwxXrwxrwx 1 user2 user2 4321 Mar 22 12:00 file.out

drwx --- --- 2 userl userl 4096 Mar 22 15:00 results1

- TWX ------ 1 user3 groupl 12345 Mar 22 12:00 resultsl.txt

B BIOWULF
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T A V-Bxeckhmod

A Bulldoze over permissions

[userl]$ find . - exec chmod g+rwx {} +

A More precision with conditional execute

[userl]$ find . - exec chmod g+rw X {} +

I» BIOWULF
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T A V-BxecXetfacl

o Pal Vd Pal b Vd

AFTAYR OlFyQlid RSUSO0 !/ ]

[userl]$ setfacl - R dm g:groupl:rwX,d:g:groupl:rwX,o:
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Carefully find

A Running find on >1M files can take >10
minutes

A Automating is possible, but should be done or
a cluster node

A Should be targeted not blind blanket
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T A y-Bxeckhmod

A find andchmod

[userl]$ find .
[userl]$ find .

[userl]$ find .

- perm /u+r - user userl ! - perm /g+r

- exec chmod g+r {} +

- perm /u+w - user userl ! - perm /g+w

- exec chmod g+w {} +

- perm /u+x - user userl ! - perm /g+x

- exec chmod g+x {} +

\

\

\

A find andchgrp

[userl]$ find .

- user userl ! - group groupl \

- exec chgrp groupl {} +

I» BIOWULF
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Targetedsetfacl

A Redundanthmodupdatesctime

[userl]$ stat file - ¢ %z

2019- 03- 22 12:00:00.000000000 - 0400
[userl]$ chmod g+rwx file

[userl]$ stat file oc %z

2019- 03-25 09:00:00.000000000 - 0400
[userl]$ chmod g+rwx file

[userl]$ stat file oc %z

2019-03-25 09:00:07.747292784 - 0400

B BIOWULF
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Targetedsetfacl

A Redundansetfacldoes not changetime

[userl]$ stat file - ¢ %z

2019- 03- 22 12:00:00.000000000 - 0400
[userl]$ setfacl om g:groupl:rwX
[userl]$ stat file oc %z

2019- 03-25 09:00:00.000000000 - 0400
[userl]$ setfacl om g:groupl:rwX
[userl]$ stat file oc %z

2019- 03-25 09:00:00.000000000 - 0400

B BIOWULF
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Targetedsetfacl

A Combine find andetfacl

[userl]$ find . dctime -1 dexec \
setfacl om g:groupl:rwX,d:g:groupl:rwX,o: - {}+

A ctime changes when a file is modified or
permissions are changed

B BIOWULF
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Index projects

A Useupdatedband locate to index files

[userl]$ cd /data/groupl
[userl]$  updatedb \
-- database - root projectl \
-- output projectl.db -- require - visibility no

A Searchable with locate

[userl]$ locate -- database=projectl.db this file
/gpfs/gsfs11/users/groupl/projectl/dir/dir/this_file.txt

I» BIOWULF
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updatedband locate

A >1M files can take ~2 minutes to index
A Searching is much, much faster than find
A Can pass results to grep

[userl]$ locate -- database=projectl.db /| grep this | \
grep that | grep other

A Can only search by name, not by properties
(size,mtime, permissions)
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Setting Boundaries

A Many problems can be solved through
structural design

A Design subdirectories for different purposes
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Organize Files

A No more than 1000 files per directory

A File/directory names should be systematic anc
logical

A Store date, keywords in name

$ Is /data/groupl/project2/C5/

190320 r1/ 190320 r2/ 190320 r3/ 190320 r4/
190321 r1/ 190321 r2/ 190321 r3/ 190321 r4/
README.txt rl.bam rl.bam.bai r2.bam
r2.bam.bai r3.bam r3.bam.bai r4.bam
r4.bam.bai template.sh
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Metadata

A Document data as it is added

$ cat /data/groupl/project2/C5/190320 r1/README.txt

2019 - 03- 20, user2

Run 1, trial C5, projectl

See submit_rl.sh for methodology and commands run
Used template.sh to generate submit_rl.sh
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Segregate by expected lifetime

A How long do you expect the file to be needed"
A /lscratchif only for lifetime of job

A /data if for a few months

A /home if for longer

B BIOWULF
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